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"There are only two types of companies:

those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012
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Executive summary

N a complex cyberspace characterized by
geopolitical uncertainties, widening cyber
INnequity and sophisticated cyberthreats,
leaders must adopt a security-first mindset.

Ui o Saithehf slacuehdpas b a5 slovuzy e slad jo O
Wb ulpsy wgbge yasuie diguing Sl wlided g Grulu SRl

S 3l egiol 4y iy glgl agimd



cyber skills ggpy

Complexity in

cybersecurity

p Supply chat
"Merdependenci®®



Sl il S dusw p jSge Jolge

. .. am ...
i 100 ) O
Sl il Sdea %[%Eq o Siulg 5ol
Seielygd) ol mals>r ol 03y bilde S0

31 a3 60 Loyas 33 Senligl] gla s

350 gpmls g33lal 5y oLl

SoJoleyse dw a3l 45 gysb 4 0138 e
aleMbl als cans 3l g grole wouls sl

WS e 353 583 Lol il ylsie a1y 1P/ olus

alas oS Mgsun ulsm..!fy.ub‘_)‘ EW-3%) 72

o ol €13l igl33l a8 s 5 gl
Sigdid oMoz 2l 3Bl grails gl seaMS
whibs glaie 4 cosm edyw g Lelaial Lwiiga o
Siload bad sasad gyole Lol

ol 3l 3
I Uas )

2318 o wlus| ogad glaglaile ol i oy 78
Hia ygb & ogad piye g ganle wlyEa oS

b sas e oS gl lajlee glopiunsST 3o 1y Sy
Syiad g Sauma ‘ng.\émbv 3 pgw oo (Il ol
55 ille S plsie @ 1y L3yl wlelyl

LA5ayS

EEPpe

156895 clagyglid o

sesian yign & aadies yBaiaszaly il as s 66
38 salgs 3l eyl cutal s oail ole 12 33
izl gl alaaniyd woys 37 L Lol
5yl Leghan ghisa ol

S glagleilus 3l aoys 54 aSol 4 axgi b
il S plge ) edU ass Sany casae
Olizan fali o ymiy gla il (aisS o )83 ul.of
el gyl 3910l @ b gl Lol 1S

B

sl glaclgs

S350 ¥ VE L 3l gl glaolge BISA

93 eplajla du s 3l oS gygb dy wieal widly

Iy Pl U lawgie glaclge clacdlSa lajle

oS it pyakas plojle 30 F g5 .S e )58
Syl 3hd ayse glacylge o alydl



In collaboration with
the University of Oxford

WORLD
ECONOMIC
FORUM

In collaboration W 0 RLD
with Accenture E C ) N OM | C
FORUM

Global Cybersecurity
Outlook 2025

INSIGHT REPORT
JANUARY 2025

WHITE PAPER
NOVEMBER 2024

verizon

business

2025 3
Data Breach
Investigations

BE:REA

Global cyber
resilience report

2024

COHESITY

Unpacking Cyber Resilience

YEAR IN REVIEW

sulaiwl vjgo gyl S

Cost of a Data
Breach Report

2024
/—-‘

>

How cybersecurity boosts enterprise
reinvention to drive business resilience
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FIGURE 1 | The evolution from information security to cyber resilience

Growth of cyberattacks

© 1960s © 1990s © 2000s ©2010s 0 2020s © 2030s...
The computer and The information The information The cybersecurity The era of the Future era
data security era security era assurance era era rise of cyber of disruptive

resilience technologies

The first computer The web opens to the The web becomes Expanded connectivity, Large-scale data breaches Al, quanturm
network ARPANET public In 1951 and Integral 1o business e moblle devices, the and supply-chaln attacks, and beyond. ..
comes Into use, marking comes Into general use Steps are taken to Internet of things (loT), and the widespread
the emergence of the In 1993, This rapld protect Information blg data and cloud adoption of emerging
concepts of Information expansion of systems such as senvices create new technologles leads 1o the
and network security and connectivity relnforces computer and network vulnerabllitles, leading rise of cyber resliience as
the ClA (confidentality— the Importance of sysiems. to the emergence of the 4 business enabiler.
Inteqrity—avallabllity) triad. Information security. term “cybersecurity™.
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FIGURE 2 | Organizations resilient to cyber incidents minimize the impact on primary goals and objectives

4 //f\\ ®

Standard operations \ Learn and adapt

Primary goals and f '.I Impact contained, goals and objectives
objectives on track |

Recover | protected, growth enabled

|II )
\

Absorb

Cyber-resilient businesses
can shrink the circle or the V

/
_ /

Time

Source: Adapted by the World Economic Forum and the University of Oxford from Linkov, 1., & Trump, B.D. (2019). The science and practice of resifience: RisK,
systams and decisions, Chapter 6. Springer. https./dol.org/10.1007/978-3-030-04565-4 6
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Top Trends in Cybersecurity for 2025

Embedding
resilience

Enabling

. Tactical Al
transformation

GenAl driving data Extending the Transitioning to
security programs value of security cyber resilience
behavior and
Collaborative cyber culture programs Cybersecurity
risk management technology
Managing optimization
Managing machine third-party
identities cybersecurity CISO and security
risk team wellbeing

Source: Gartner
@ 2025 Gartner, Inc. and/or its affiliates. All rights reserved. 3363616
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of small and medium-sized  of small businesses say they of cyber attackers

businesses are likely to go have no understanding of deliberately target small
out of business within six how to protect themselves business
months of a cyberattack against cyberattacks

https://umbrella.cisco.com/blog/cybersecurity-for-small-business
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Average eCrime breakout
time dropped to 48 minutes,
with the fastest breakout
observed at just 51 seconds

Vishing attacks skyrocketed
442% between the first and
second half of 2024

Sulpwl ¢ygps 16 julw cuwiol

79% of detections in 2024
were malware-free, up from
40% in 2019

(r%4]

52% of vulnerabilities observed
by CrowdStrike in 2024 were
related to initial access

(Breakout Time) ;1,8 ;)loj
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sald their organization had beenthe

victim of a ransomware attack in 2024,
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IT & Technology

Banking & Wealth Management

Financial Services

(including insurance companies)

Telecommunications & Media

(including streaming services)
Government & Public Services

Utilities

(including water, electricity, gas, and other energy services companies)

Manufacturing
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reported paying ransoms in 2024

WU zLuslopy
“donot pay”

$250,000 - $500,000 -
$1-$249,999 $499,999 $999,999

$1M-$2.99M $3M - $9.99M $10M - $25M
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According to our survey data:

Only 2% of respondents said they
could recover data and restore
business processes within 24 hours.

18% said their company could recover
data and restore business processes
within 1-3 days.

32% said they could recover
andrestore in 4 to 6 days.

31% would need 1-2 weeks.

Almost 1in 6 (16%) would need 3+ weeks.
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Figure 4

Top 10 most targeted network device vulnerabilities |:| Denotes EOL product

Manufacturer Product

30

Quantum Security

Device type

Vulnerability description

Attacker can read sensitive data like

CVE-2024-24919 Check Point Firewall/VPN
Gateways password hashes.
X Multiple NAS Network attached  Allows attacker to execute arbitrary base
VE-2024-327 D-Link . .
e e n Devices storage (NAS) 64-encoded commands on the devices.
X Multiple NAS Network attached  Allows attacker to execute arbitrary base
CVE-2024-3272 D-Link ) ’
Devices storage (NAS) 64-encoded commands on the devices.
Attacker can inject commands, which
CVE-2023-1389 TP-Link Archer AX21 Router would be run as root, with a simple POST
request.
CVE-2024-3400 Palo Alto PAN-OS Firewall Gllves attaclfgr ability to execute commands
Networks with root privileges on the firewall.
Network devi Attacker can inject and execute malici
CVE-2023-36845  Juniper Junos OS EAIEEs  CHERAr G P S el
software code.
Endpoint Manager : | -
CVE-2021-44529 wvanti Cloud Service Endpoint device AI‘Iow‘s éttacker to. e).(ecute malicious code
) manager with limited permissions.
Appliance
Allows attacker to access sensitive APl data
CVE-2023-38035 Ivanti Ivanti Sentry Security gateway  and configurations, run system commands,
or write files onto the system.
CVE-2024-36401  OSGeo GeoServer Server Attacker can conduct remote code
execution via specially crafted input.
CVE-2024-0012 Palo Alto PAN-OS Firewall Al!olws attacker to gain administrator
Networks privileges.
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Figure 5

Top security weaknesses in Talos IR cases

MFA
weakness

Vulnerable
systems

Lack of
logging
retention

Poor
password
policies

EDR
configuration
issues

Poor security
awareness
training

31

Number of IR cases
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Talos’ top 10 tips for securing network devices:

000000000

Update devices as aggressively as possible. This includes patching current hardware
and software against known vulnerabilities and replacing EOL hardware and software.

Implement robust authentication methods. Use multifactor authentication,
select complex passwords and community strings, and avoid default credentials.

Adhere to security best practices, including conducting regular updates, managing
access controls, implementing user education, and enforcing network segmentation.

Encrypt all monitoring and configuration traffic,
including SNMPv3, HTTPS, SSH, NETCONF, and RESTCONF.

Stay informed and up-to-date on security advisories from the U.S. government and industry.
Consider suggested configuration changes to mitigate issues captured by these reports.

Lock down and actively monitor credential systems, such as TACACS+ and any jump hosts.

Store configurations centrally and push to devices.
Do not allow devices to be the trusted source for their configurations.

Use authentication, authorization, and accounting (AAA) to deny configuration changes
for key device protections, such as local accounts, TACACS+, and RADIUS.

Monitor your environment for unusual changes in behavior or configuration.

Be on the lookout for exposure of administrative or unusual interfaces (such as SNMP, SSH, and HTTP(S)),
and monitor syslog and AAA for unusual activities.

Profile your devices’ baseline to identify any changes. Fingerprint network devices via NetFlow

and port scanning for a shift in surface view, including new ports opening/closing and traffic to/from.
When possible, develop NetFlow visibility to identify unusual volumetric changes.
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Figure 12
Targeted sectors

Number of targeted ransomware attacks
Education

Public
administration

Manufacturing
Healthcare
Finance
Transportation
IT

Retail

Information

Food
& beverage

Construction

Conglomerate*

Agriculture &
food production

*Cor o izatic and their iaries are not in any other verticals.
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Cost of a Data
Breach Report
2024
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2021 212 75 287

2020 207 73 280

m MTTI = MTTC

73 279
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NIST, Cybersecurity Case Studies: UHS, NISTIR 8272,2022
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46



_,3’2, MITRE o5 jl Insider Threat g ui diwy

An insider who seeks An insider who does not seek to cause harm
to cause harm

An insider who causes A non-malicious A non-malicious insider
harm through insider who causes harm  Who causes harm through
carelessness or through a genuine being reasonably
inattentiveness mistake that cannot be outmaneuvered by an
attributed to carelessness attack or adversary

Examples

* Espionage * Ignoring warnings Pressing the incorrect Being phished by a
IP Theft button in a very noisy new, advanced
Unauthorized Disclosure and stressful phishing attack that
Sabotage environment has not previously
Fraud been seen in the wild

Workplace Violence

MITRE’s Insider Threat Capability

“7 MITRE’s Human-Focused Insider Threat Types
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How cybersecurity boosts enterprise
reinvention to drive business resilience

State of Cybersecurity Resilience 2023
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Cyber Resilience Framework

Embedded
Extended Integrating your
Baseline Securing suppliers : o
and services, and ? Wide usiness
:;';f'i:eg:z::g rity Into managing the objectives.
Maturity level Core your operational continuity of
Protecting against | business by creating business
commen cyber a framewark for operations.
attacks. The basic | cyber risk
cyber security management. .
controls you need 9 150 27017 & Cybar gorarnanca
to implement as sozmE e
an absolute .

minimum.
150 Z?IDI

Controls you need

The extent to which you have implemented controls to manage the risks
specific to your organisation.

The extent to which you are prepared to respond to incidents, minimise
their impact and recover to full functionality.
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